
 

 

SAP Basis  Rev. 10/19/06 1
SAP Basis Master.doc 

SAP Jumpstart:  Basis and Security 

Contents 

 

 Introduction to the Course ........................................................................... 5 
Welcome!......................................................................................................... 5 
Course Overview ............................................................................................. 6 

 Introduction to SAP....................................................................................... 7 
What is SAP?................................................................................................... 7 
Technical Components .................................................................................... 8 
SAP Architecture ............................................................................................. 9 
System Landscape ........................................................................................ 11 
Logging into SAP........................................................................................... 13 
Installing the Client ........................................................................................ 14 

 SAP and the Operating System.................................................................. 17 
"Need to Know" Basis.................................................................................... 17 
More About the SAP Architecture.................................................................. 18 
SAP Kernel Architecture................................................................................ 21 

Start Scripts............................................................................................. 21 
ST06 Transactions .................................................................................. 22 

Kernel / File Architecture ............................................................................... 22 
Exercise 1 – Know Your SAP System .................................................... 24 

 SAP's Start and Stop Scripts...................................................................... 27 
Using the Tools of the Trade ......................................................................... 27 
Instance Profile Parameters .......................................................................... 28 

Understanding RZ10, RSPARAM, and Profile Text File......................... 29 
SAP System / Profile Memory ....................................................................... 30 
Using the SAPPFPAR Utility ......................................................................... 32 
Further Tuning ............................................................................................... 37 

Tuning and Swap .................................................................................... 37 
Exercise 2 – Reviewing the SAP Architecture ........................................ 39 

 System Monitoring ...................................................................................... 41 
Daily Monitoring Activities.............................................................................. 41 
SAP Monitoring Transactions and Procedures ............................................. 42 

Exercise 3 – Monitoring the System ....................................................... 45 



Introduction to the Course Klee Associates, Inc.

 

2 Rev. 10/19/06 SAP Basis
 

 Database Monitoring....................................................................................47 
Database Transactions ..................................................................................47 
Database Monitoring Utilities .........................................................................48 

Database Backup Monitor: DB12 ............................................................48 
DBA Planning Calendar: DB13................................................................49 

Database and OS Monitoring.........................................................................50 
Using the BRTOOLS Utility ............................................................................50 
Important Oracle Files....................................................................................52 
Oracle and Other Third-party Management Supplements.............................53 
Oracle Troubleshooting..................................................................................54 
Development ..................................................................................................55 
ABAP Workbench ..........................................................................................56 
Print Monitoring ..............................................................................................59 

Exercise 4 – Database Monitoring...........................................................60 
SAP Client Reserved Numbers......................................................................61 
Opening and Closing a System .....................................................................61 

Exercise 5 – SAP Clients and Monitoring................................................63 

 Object Maintenance .....................................................................................65 
Object Maintenance Terms............................................................................65 
Life of a Transport ..........................................................................................68 

After the Transport is Released...............................................................69 
What is the Transport Management System?................................................72 
Configuring TMS ............................................................................................73 
Configuring Transports...................................................................................73 

Adding New Systems ..............................................................................74 
Creating and Moving Transports .............................................................74 

Version Management .....................................................................................75 
Exercise 6 – Transport Management ......................................................76 

 Client Copies ................................................................................................79 
Understanding Client Copy Concepts............................................................79 
Prerequisites for Client Copy .........................................................................80 
Running the Client Copy in SAP ....................................................................82 

Running the Client Copy with R3TRANS ................................................83 
Logging Into SAP (Review) ............................................................................86 

Exercise 7 – Client Copies ......................................................................89 

 Basis Processes You Need to Know..........................................................91 



Klee Associates, Inc. Introduction to the Course

 

SAP Basis  Rev. 10/19/06 3
 

Outside Connections ..................................................................................... 91 
Job Scheduling .............................................................................................. 92 

Let’s Schedule a job… ............................................................................ 92 
SAPgui and How it Works....................................................................... 92 

Load Balancing .............................................................................................. 93 
Operation Modes ........................................................................................... 94 

Exercise 8 – Operation Modes................................................................ 96 
Standard Default SAP Users ......................................................................... 97 
SAP Logging/Trace........................................................................................ 98 

SAP Work Directory ................................................................................ 99 
Exercise 9 – Supporting SAP................................................................ 100 

 Supporting SAP ......................................................................................... 101 
SAP America Support.................................................................................. 101 

Service Marketplace.............................................................................. 102 
Download Manager ............................................................................... 103 
Using SNOTE........................................................................................ 105 

Setting up Early Watch Alerts...................................................................... 105 
How to Set Up Web-based SAP Help ......................................................... 107 
Using RTCCTOOL....................................................................................... 108 
Early Watch Service .................................................................................... 109 
SAP Developer Network .............................................................................. 110 
Using SAPROUTTAB .................................................................................. 111 

Exercise 10 – Supporting SAP.............................................................. 114 
J2EE Engine for SAP................................................................................... 115 

 Functional Concepts and Best Practices................................................ 117 
Solution Manager......................................................................................... 117 
Five ASAP Methodologies........................................................................... 118 
SAP NetWeaver........................................................................................... 122 
Enterprise Portal .......................................................................................... 123 
Bolt-ons........................................................................................................ 125 
Common Logon Methods ............................................................................ 126 
SAP Installation Utilities............................................................................... 126 
Kernel Upgrade............................................................................................ 129 

Exercise 11 – Kernel Upgrade .............................................................. 131 
Printing in SAP............................................................................................. 131 
SAP Archiving.............................................................................................. 132 



Introduction to the Course Klee Associates, Inc.

 

4 Rev. 10/19/06 SAP Basis
 

  SAP Security..............................................................................................135 
Security Considerations ...............................................................................135 
Security and Authorizations .........................................................................136 
User Master Records ...................................................................................136 
User Administration......................................................................................137 
ABAP Authorization Checks.........................................................................138 
Profile Generator..........................................................................................139 
Additional Security Issues ............................................................................140 
Troubleshooting Authentication Errors.........................................................144 
Implementing Roles .....................................................................................144 
Creating a User From Scratch .....................................................................145 

Exercise 12 – Assigning Roles and Authorizations to a User ...............147 

 Security Reports and User Monitoring ....................................................149 
User Reports ................................................................................................149 
Monitoring Users ..........................................................................................149 

Roles......................................................................................................149 
Tools for Monitoring ...............................................................................150 

Additional User Reports ...............................................................................151 
Keeping Client-independent / Client-dependent Objects Secure ................152 

Exercise 13 – Security Reports and User Monitoring............................153 

 Security Considerations............................................................................155 
Server Profile Parameters............................................................................155 
Security Tables ............................................................................................156 
Central User Administration .........................................................................158 
SAP’s AIS.....................................................................................................163 

Exercise 14 – User Audit and User System/global Profile Parameters.165 


